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Message from the General Chairs
Ubi-Media 2019

We would like to thank you for joining us here in the 12th International Conference Ubi-Media
Computing (Ubi-Media 2019) held in Bali, Indonesia. Ubi-Media 2019 is an event that has long been
anticipated by all of us. We have worked to ensure that we provide an international forum for practitioners
and researcher from around the world to share and exchange fascinating experiences and ideas in the area
of Ubi-Media Computing, Advanced E-Learning, Multimedia and IoT, and Machine Learning on
Multimedia and Applications. It is our honor to have this opportunity to be a part of the vibrant and growing
the communities of people who are driving the advancement of these fields.

Ubi-Media 2019 gathers many scientist’s contributions from related areas come together to foster the
promotion, and collaboration among such interdisciplinary areas. Along with the main conference, there
are three workshops on Advanced E-Learning (AEL), Multimedia and IoT (MIoT), and Machine Learning
on Multimedia and Applications (MLMA) are also held this year.

Finally, we are most grateful to conference sponsors. Moreover, thank you for your participation and very
warm welcome all of you. We truly hope you have an impressive experience, and also enjoy the conference.
At last but not least, it is our pleasure to meet all of you. And we wish you to have a nice stay in Bali,
Indonesia.

Sincerely yours,

Ubi-Media 2019 General Chairs
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Message from the Program Chairs
Ubi-Media 2019

Welcome to the 12th International Conference on Ubi-Media Computing and Workshops (Ubi-Media
2019) at Bali, Indonesia. Ubi-Media 2019 aims at many disciplines such as Advanced E-Learning,
Multimedia and IoT, and Machine Learning on Multimedia and Applications. These are holding great
promise for advancement of research and development in E-learning systems and multimedia applications
integrating many techniques.

In this year, the conference received paper submissions from various countries. We received a total of 76
papers submitted to the main conference, of which 43 papers are accepted with the acceptance rate of 56%.
The program committee of the conference worked very hard to conduct the review process. Every
submission was assigned to at least three experts from the reviewer list, and we congratulate all authors of
accepted papers and we would like to take this opportunity to express our sincere gratitude to our committee
members, as well as, all includes staffs and members in the conference (Ubi-Media 2019). Without their
help, this program would not be possible. Their contributions have been essential to make Ubi-Media 2019
a successful and impressive event.

Sincerely yours,

Ubi-Media 2019 Program Chairs
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Abstract—Nowadays, there is a growing of interest about
cloud technology to many companies around the world. That's
why many companies trying and implementing cloud computing
technologies in their business processes. This research will
examine the security requirements that will apply for companies
and organizations when they choose to move to a cloud service
solution. The study is carried out because cloud services are very
desirable in many industries today. Migrating to cloud services
would often results in great benefits both financially and
administratively. The concerns raised by the transition are how
security should be handled. Many companies suffer from a lack
of knowledge and it is seen as a big risk to make the transition.
This leads to the question that the research strive to answer -
which security demands will the transition to a cloud service
implicate? In this paper we explain which security requirements
are available both for local solutions and cloud solutions. We
draw conclusions about what differences there are, what re-
quirements are mutual, which ones are new and which ones are
absent if a transition is made to cloud services. The result of this
research is an evaluation that companies and organizations can
use as a basis when they plan to implement this particular
transition.

Keywords— cloud, cloud technology, transitions, security

I. INTRODUCTION

Cloud services are something new and up to date on the
corporate sky, as it brings many advantages to most
companies and organizations that today have some kind of
local solution to their data management [1]. A big advantage
of using cloud services instead of storing data locally is that
everything is stored dynamically, which means that
companies and organizations do not have to pay for more
space than they actually use, which is very cost effective
compared to handling it at a local level. Using local solution
requires the company to know exactly how much space they
need at the present time and also how much they will need for
several years to come.

A large number of companies agree that cloud services are
the future and want to implement it as quickly as possible in
their operations [1]. The problems encountered by many
stakeholders in cloud services today are how they will work to
achieve the same level of security in today's local solutions
[2]. Major ignorance and uncertainty prevail, of which many
companies and organizations see this as an excessive risk of
switching to cloud services [2]. This causes them to lose sight
of the improvements that the transition can result in.

Cloud services offer functionality that a local solution can
not provide [3]. Companies are constantly striving to expand
and the elasticity offered by cloud services means that
companies do not have to expose themselves to the same
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financial risk as they plan to provide a service to their
customers [3]. The general concern is based on the ignorance
of what this means for safety. Some parties claim that security
is improving and other parties claim the opposite.

With the progress made in the development of cloud
services and what they can offer companies that see
opportunities in choosing a cloud service instead of a local
solution, there are several security issues that have been added
[2]. This is no new phenomenon regarding the development of
IT services over the years.

Cloud services are something that is relatively new in the
market and there is a skepticism towards security that is
justified. However, cloud services also offer the opportunity
to structure security in such a way that it can deal with the
unprecedented disorder. The effort lies in creating a solid
material as a basis for safety. Based on this, arguments can be
made that if resources are invested in security, it may also be
as attractive as the functionality cloud services offer today to
companies and organizations.

Media reporting on cloud services is often very simplified
and unilateral in its execution, which affects public opinion in
a negative sense. Companies and organizations that have an
interest in choosing a cloud service as a solution are no
exceptions to this. The benefits of choosing a cloud service
can be seen as very positive in terms of operating profit, which
causes the security aspect to end up in the dark when re-
porting cloud services.

The purpose of this research is to identify which security
differences exist between local solutions and cloud services,
and then identify what security requirements the reader needs
to take into account when switching to cloud service. This
study can be used as a basis for companies and organizations
that are interested in cloud services in general and just the
transition in particular.

The aim of this research is to clarify the safety
requirements and aspects that companies need to take into
account when switching to cloud services. It will serve as a
basis for companies and organizations when they consider
shifting to a cloud service. This paper should also serve as a
source of information for people with general concerns about
how safety changes in a transition to cloud service from a local
solution.

The method that the paper follows to achieve the result is
inductive. This means that the work begins with an
observation and study phase. Then the next step follows
identifying patterns found in the observations made, which are
then used to draw conclusions and answer the problem
formulation contained in the paper. The engineering-related



methodology is based on the pattern mentioned above and is
designed to model how architectural safety aspects are
designed for local solutions in relation to cloud services. From
this we can also identify similarities and differences, where
there are differences that give the answer to the problem. This
results in a clear overview for the reader about the current
relationship.

The remaining part of this paper is organized as follows.
Section 2 presents the background and the related work.
Sections 3 presents the examination of computer security and
information security. Section 4 presents the discussion and
analysis. Finally, the conclusions are drawn in Section 5.

II. LITERATURE STUDY

The cloud services offered to local solutions are that
instead of the user being required for maintenance and
operation of servers, it will be managed by an external supplier
[3]. This means that the supplier is responsible for everything
stored in the cloud and also the operation, and the company
does not need to have IT experts because it is managed by the
cloud supplier.

Cloud services for companies are a change in how the
infrastructure is designed as they transition from having stored
data locally to hire a supplier who manages all storage and
provides as much space as requested by the company [3, 4].
Many companies and organizations regard it as attractive to
be able to use the cloud service architecture to transfer
hardware and storage management to a cloud supplier. In this
way, the company or organization avoids the investment risk
that a local solution would cause, and instead, they only pay
for the resources actually utilized by the cloud supplier.

A. Cloud Service Model

There are three models for cloud service can offer to
customers or users by cloud provider [5]. Each of these models
offers its own pros and cons. The choice of model depends on
the needs the company or organization has and which model
best suits these needs. The potential gain of switching to cloud
service is directly linked to the type of model that suits the
company or organization. The three different models affect the
safety to a varying extent, one model can be very beneficial
while another can directly complicate safety. Using cloud
services may also cause problems as it is unlikely that
competing companies or organizations are using the same
cloud [6]. Below is a description of the standard models. There
are also hybrid models that are a combination of two or more
of the following models.

A local cloud means that it is only a company or
organization that uses the cloud and its cloud services [5]. In
order for it to be beneficial with a local cloud, the company or
organization needs to be in need of large computer resources,
as the benefits that cloud services offer come with handling
large volumes of data. One reason for choosing a local cloud
model is the safety. Securing a local cloud is advantageous in
the sense that the company or organization can design the
cloud architecture just after their security needs. For military
(such as the Armed Forces) or other organizations with very
strict security and integrity requirements, this model is
preferred.

Common clouds are the model where a group of
companies or organizations with similar needs use the same
cloud [5]. This model is advantageous in that a cloud supplier
can develop his cloud against a group of companies and

organizations that share the same needs. In this way cloud
service can be developed according to these needs, and it will
be profitable for companies and organizations to choose a
cloud solution instead of a local solution.

A public cloud is the model where the cloud is open to the
public, it is a cloud supplier who offers a cloud service to
anyone in principle [5]. Services developed in public clouds
aim to reach as many people as possible. The security of a
public cloud does not in itself need to be more problematic
than in other solutions, but it implies a certain addition of
complexity, since users of the service can be basically anyone.
Public clouds are a model that fits companies or organizations
that do not necessarily seek specific security solutions from
the cloud provider, but rather they seek the dynamic and
flexible allocation of Cloud Services. However, this does not
mean that security is neglected in a public cloud.

B. Security in Cloud Service

Cloud services provide the impression that there are
endless resources in such a way that if more resources are
needed, they are automatically assigned. The user thus has no
control or insight into how this happens and never needs to
handle this aspect. This is primarily done by virtualization
using virtual machines; an alternate word for cloud service
might be virtual data center. The resources of a cloud provider
are shared with virtual machines, ie, a resource consists of
multiple virtual machines, and when a user needs increased
resources, it is assigned to the user by accessing multiple
virtual machines. This means that multiple users can be placed
on the same hardware at the same time.

When data structures are abstracted for companies or
organizations, a dilemma arises which can be used as a basis
for doubt about the security of cloud services. However, it can
be seen as positive to transfer the distribution of hardware to
a cloud supplier but negatively to transfer control of security.
Control over security is no longer controlled at a local level at
each company. It is instead managed centrally by experts from
the cloud service provider, which in turn takes care of many
companies using similar types of cloud solutions. If you
consider it over time, it can lead to more stable and better
security as experts' knowledge increases and several
companies use similar solutions, as it is in the interests of both
parties to maximize their security.

The repetitive nature of cloud services is the basis for
designing a security structure that is sought. This means that
when resources are allocated in a cloud architecture, it
happens dynamically without any manual interaction, in
contrast to how this is normally managed in a local solution,
where a system administrator usually manages this manually.

This has mostly positive effects, but it can also be
negative. Considering it from an economic point of view, it is
positive in the sense that it does not require as much staff as
the process becomes much larger extensively automated. Only
a few people can handle large volumes of data architecture.
What this means for security is that, as mentioned above, it
becomes a centralization of expertise and that in a certain
sense it becomes easier to design good security about repeat
processes, unlike when events occur randomly and
unpredictably. However, it is important to be aware that new
cybercrime opportunities can occur, as there is a change in
architecture when the system administrator is replaced by
software to perform these processes. Another possible
scenario is that if the cloud service provider is subjected to any



malfunction or other type of problem that causes the service
to malfunction, since the companies do not have the control
that at a local solution, they need to rely on that the supplier
solves it as quickly as possible. There are also risks that if
several companies rely on similar solutions that are physically
located in the same server hall at the supplier, as companies
can not control and review how the other companies load the
supplier's servers. Another risk is if any page-side attacks
occur [6].

With the development of cloud services, cloud providers
are offered the opportunity to develop their own security
solutions [7]. Proposed in the form of security modules that
are developed and subsequently offered to customers with the
cloud supplier as a service, such as authorization. Many
customers, as needed, have to perform authorization for some
form of login to their services located with the cloud provider.
Instead of each company developing its own authorization
process, the cloud provider can provide its customers with this
functionality in the cloud service. In this way, the supplier can
develop an authorization service, which can then be used by
customers as a module if they are in need of authorization, that
is, security as a service in the cloud.

III. EXAMINATIONS OF COMPUTER SECURITY AND
INFORMATION SECURITY

This chapter describes the various security aspects that
exist and how they affect local solutions and, above all, cloud
services. The model presented is divided into two parts, one
for information security and the other deals with computer
security, where the components contain the various security
aspects relevant to each area.

Below is illustrated how the construction of a local
solution or cloud service can be designed, see Figures 1 and
Figures 2.

Company #1 Company #2

e
=

Company #3

Fig. 1. Tllustration of how a local solution can be built

A. Information Security

There are several aspects in information security, namely:
integrity, availability, authenticity and non-repudiation.

Integrity is about maintaining and ensuring that data stored
remains the same throughout its life span [8]. In particular, it
means that the information stored can not be destroyed or
altered by mistake, and protect it from users who do not have
rights to access the information. To protect and preserve the
information, there are different variants of encryption used. A
current issue for companies and organizations wishing to
transition to a cloud service is the integrity of the data stored,
as they lose control over it [9]. This places high demands on
the cloud service provider to keep this data intact. The impact
of lost integrity in cloud services has more impact than in a
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local solution, as it means that more companies and
organizations operating in the same cloud are also exposed to
the attack.

\ q
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Company #1 #2 #3
Cloud Provider

Fig. 2. Tllustration of how a cloud service can be built up for example

Auvailability is that the information is available to the user
in a timely and continuous manner [10]. This implies that high
demands are made on the cloud supplier to provide customers
with good performance in security, infrastructure and
networks. Availability is nothing that sets any special
requirements for a cloud service versus local solution, but
these are no matter what solution is used, which focuses on the
information being always available to the user [11].

Authenticity is about verifying that the user is the person
it claims to be [10]. This protects the system from incorrect
information being stored, which could compromise system
security. In order to maintain the security of the system, it is
important that users are what it claims to be and that
unauthorized persons use the system to intro-duce malicious
software or create security risks. As mentioned above, the
requirements are the same regardless of which solution is
used, where the focus is on the user being the person it claims
to be [12].

Non-repudiation means there is an assurance that
messages and data sent be-tween two parties are delivered and
received correctly. This is based on the sender's ability to
verify that the recipient has received the message and vice
versa, that is, the recipient can verify that the sender has sent
the message. This can be accomplished with tools already
designed, such as digital signatures, time stamps and
"confirmation receipt services".

B. Issues in Information Security

The following is a statement about computer safety
aspects. Here are various types of attacks and attack strategies
presented.

Backdoor is when an unauthorized person can access
system or sensitive information by avoiding the intended
security protocols. Software developers often create their own
"backdoors" to avoid long-term security protocols during the
development stage of a software. The problem arises if this
feature is not properly removed or the developers themselves
are not aware of the potential risk they have introduced into
the system, and if an outside unauthorized person accesses this
particular backdoor. In cloud services, there's really no change
as compared to a local solution when it comes to the problem
of a so-called backdoor [12]. If an unauthorized person finds
and uses a backdoor in a cloud service, it breaks the security
protocol within just the virtual environment in which the
software is located, ie it would result in the same consistency
as in a local solution. All of this is counteracted during the



development stage of the software itself and does not concern
the architecture of a cloud environment in a direct sense.

A denial of service attack (DoS), is performed via a system
flooded by data traffic until the system can no longer handle
data traffic and stops functioning properly. This is usually
done on websites where people flood the website with
requests to the server to send the page to a browser. This is
done in massive amounts and eventually the server is unable
to deliver the service. Distributed Denial of Service attacks
(DDoS) follow the same concept, but with the addition that a
network of computers is used to help complete the attack [13].
Which means more sources that help to flood the chosen target
they attack. DDoS is also categorized under Indirect attacks.
Which means that malicious software code is spread to
multiple computers, which in turn are used to perform the
DDoS attack, that is, a third party is used in the attack to
achieve the target. The threat that consists of DoS strategies is
something that is relevant to many industries today [14]. The
threat is more serious for cloud services than for local
solutions in two different sentences. Should the DoS or DDo
attacks happen from a cloud environment, it would cause a lot
of'it potential computing power of the cloud supplier to exploit
the attacks. This means, however, that those who perform the
attack must manage to control more virtual machines with the
cloud provider, which would normally happen through
malicious software spread. Alternatively, the cloud service
itself is the target of the attack, which would cause the effect
to be much greater. Instead of affecting only the selected
service being affected, the system of the cloud provider would
be affected.

The concept of "eavesdropping”, is a form of passive
attack. This type of attack can be applied in different areas of
computer security, but the concept is the same. The attack is
considered passive in the sense that it is not an attack directly
against the system it targets. Without it, the communication
between users and the system in question is considered, then
used to circumvent the security of the system applicable to the
attack. This can be done by installing malicious software on a
user's computer to record keystrokes and thus access
passwords. Another way to perform this attack is to intercept
data traffic sent from the user to the system and analyze this
data to achieve the target of the attack.

The term "Exploit", means that attacks are taking place
using specific weaknesses in the system. Often this is done
through software developed solely for the purpose of
exploiting a system weakness, such as "worms" or "viruses".
System weaknesses may occur during the development stage
of software used in the system. These are often very difficult
to identify for developers as these weaknesses appear
completely un-conscious in development. In order to
counteract "Exploits", tests on the software are performed
before it is deployed within a system, but it does not mean that
the risk of "Exploits" is completely eliminated. This means,
rather, that the risk of weaknesses in the system is minimized.
Cloud architecture implies a certain complication for security
officers with regard to "Exploits" when a potential target for
this type of attack would be to target the "hypervisor" of the
virtual environment. This means that the attack has the
potential to affect all those customers of the cloud provider
who share the same hardware as the virtual machine is located
on. However, this can be avoided as much as possible by
updating the software for the virtualization environment, as
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developers continually update the software to prevent
incidents of this kind.

Direct access is when someone has direct access to the
system and its hardware, allowing the unauthorized person to
install different types of viruses and malware directly into the
system [15]. The only way to protect the information against
these types of attacks is to encrypt it. These attacks can be
done through buffer overflow attacks and SQL injections [16].
To counteract this, a so-called Access Control System can be
used which prevents users without rights from accessing the
network and the system [17]. For example, if a user with
unauthorized access accesses device configurations without
having permission, then this user's login credentials will be
blocked from accessing that device and other devices on the
network. Because the user's login credentials are stored in an
authentication server centrally, where all access is blocked
when it is detected that the user has gained unauthorized
access to any part of the system.

An alternative way to perform computer system attacks is
by using "Social Engineering". This strategy is based on
tricking people who use the system to install malicious
software or share rights in the system to unauthorized users,
usually to those who perform the attack. The strategy is to gain
people's trust and often happens through the people who carry
out the attack claiming to be something that it is not. They
pretend to be an instance or source that people trust. Thus, for
example, they may provide information or intend to receive
and install software that exposes the system of security risks.

This type of attack is aimed only at the user in a system
and thus does not have a direct meaning with the system to do.
There is no perspective to stand against each other when it
comes to cloud service versus local solution. The security
risks that a successful attack of this kind would result in is
treated by other areas of this section such as "Backdoor" or
"Exploit", as a successful attack results in the application of
any of these techniques in connection with the attack.

IV. DISCUSSION AND ANALYSIS

Many of the benefits that companies and organizations
consider attractive with cloud services are based on the results
of the molten services. It is not the actual virtualization that
companies and organizations are interested in, but instead, for
ex-ample, the elasticity and scalability that cloud services
offer [18].

A. Virtual Machines and Virtualization

Whoever uses a cloud service experiences it as infinite
resources in the system as the processes behind are automated
and the user never needs to handle any of these functions
himself. The result of these processes is by virtue of
virtualization and using virtual machines [19]. Virtual
machines are not themselves a security risk, but some security
issues arise in their use of cloud services.

It is also possible to argue that the use of virtual machines
allows for better security compared to local solutions.
Virtualization made using virtual machines leads to the fact
that cloud service users use the same hardware, and with this,
new security aspects will arise, taking into account the fact
that there are no local solutions. In a cloud service, however,
the attacking party may be on the same computer as the party
it is trying to attack. The virtual machines that users of a cloud
service use are dynamically assigned, which complicates this
further. This can be counteracted by tools that monitor virtual



machines, it is an aspect that a company or organization needs
to be aware of when it plans to switch to a cloud solution.

B. Side Channel Attacks and Reverse Engineering

The fact that users use the same hardware also means that
"Side Channel Attacks" are possible. This means that a user
can access information about the system by utilizing
something that is usually not interpreted as a security aspect,
thus providing information that can be used to perform an
attack. For example, users can measure the time it takes for
the system to perform certain calculations and then use this
information to design a strategy to attack the system. Memory
of the hardware can be utilized to get information from other
users on the same hardware. In such a situation, for example,
caches of memory would be utilized to overcome information
when users share the same physical memory modules and
hence its caches.

The above also leads to additional aspects to consider as
there may be competitors in the same industry that can use the
same cloud service. This would mean that "side channel
attacks" are not only relevant to the security of the system, but
also for the integrity of users. This also follows the so-called
reverse engineering, which means that a user analyzes the
structure of a product and then exploits this information in
order to harm a system or its users. In cloud services this
brings additional problems. As mentioned earlier, users share
the same hardware and there is a potential possibility that
competitors within the same area of operation may use the
same hardware. Reverse engineering can also be used to get
information about its competitors in such a way that it could
analyze the cloud service to gain insight into how a competitor
uses cloud service, which in turn can be considered sensitive
information.

C. Subsystems

The centralization of users and hardware that cloud
services entail opens potential security solutions that could
solve a lot in the aforementioned problem. A security solution
would be to develop so-called sub systems, in the cloud
architecture. Which means that the architecture is divided into
smaller systems where security is developed for the smaller
system in question. Thus, it would be possible to prevent, for
example, "side channel attacks" by considering just the issues
that such an attack involves and developing the subsystem to
address this.

With subsystems, there is potential for developing security
solutions that deliver a high security standard to customers.
Multiple levels of security within cloud service can be
developed that can be customized according to customers'
different security needs. Which means that different parts of a
cloud architecture can handle different security requirements
to meet their customers' needs. This allows a cloud supplier to
assure its customers that they are not affected by other
customers who do not share the same security needs.

D. Isolation

Sharing a cloud architecture at different levels of security
could be achieved through so-called "isolation". Something
that also comes with virtualization in cloud services is that if
an "Exploit" succeeds, there is a possibility to shut down the
part of the sys-tem that is relevant to the security violation,
thus cutting off other parts of the system from the incident.
Which, in turn, causes as few users as possible to be affected
by an incident. This is usually called "Defense in depths".
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E. Hypervisor

Another area that comes from virtualization in a cloud
service is that every virtual machine on the same hardware
shares a hypervisor. Hypervisors are responsible for the
communication between the various virtual machines and the
hardware. So far, no one has managed to expose a hypervisor
to a successful attack but this does not mean that it is
impossible.

As interest in cloud services grows, the interest in
attacking cloud services will in-crease and with that,
hypervisors may be a potential target. Should an attack
succeed against a hypervisor, it would pose a high security risk
to users who use the hardware that the hypervisor is on. The
effect would be that those who succeeded in the attack would
have full access to the hardware subject to the attack and its
software. With that, there are no restrictions on what a
successful attack would result in except that it has potential to
be of catastrophic effect to users and cloud providers.

F. Fate Sharing

An additional aspect that needs to be considered due to the
fact that companies and potential competitors share hardware
are so-called "fate sharing". Which means that if an attack
succeeds in a cloud service company, other companies using
the same cloud service may be affected by the attack. The term
"fate sharing" can thus trans-late to those who use the same
cloud service sharing fate.

G. Business Reputation

The various companies and organizations that use a cloud
service need to protect their reputation. This means that the
cloud supplier needs to develop an architecture that takes into
account the views of the different companies and
organizations. Issues like "Is it reasonable for a customer with
low security requirements to share hardware with a customer
who has high security requirements?", Even this can be linked
to what was previously discussed in this section when the term
"isolation" was treated. It's about minimizing the impact of a
successful attack and being aware of what effects a successful
attack might involve for other customers and their companies
that use the cloud service.

H. Distribution of Debt (Attribution of Blame)

The term "attribution of blame" or "distribution of debt",
that is, if an attack succeeds, it should be possible to read
which company or organization the attack is being conducted
against. This includes even if the company or organization has
no responsibility for any security risks or contributed to the
attack, which means that companies and organizations that
have adhered to the security requirements will not be retracted
into the problem of who may accused of carrying out the
attack. That it is possible to find out who is responsible for
what can help for example authorities if there has been illegal
activity in the cloud supplier's architecture. Other companies
and organizations do not have to suffer if authorities seize
hardware that is involved in illegal activities and that these
authorities do not exceed their powers when investigating the
situation.

1 Mutual Auditability

An advantage that companies and organizations use cloud
services, and thus share resources and hardware, is that there
is the possibility of performing mutual auditability. It means
that if an attack is being made against the cloud supplier or
any of its customers and any weaknesses in the system can be



detected through this attack. These weaknesses can then be
solved and security improved for all customers in the cloud
service. It can also mean that in an attack there is the
possibility of an effective response or a recovery for the attack,
as the cloud supplier has control over the entire architecture
and its customer's software located on the hardware.

J. Botnets

Finally, the problem of so-called "botnets" needs to be
addressed. When using a network of computers, in this context
the cloud architecture, to perform DDoS attacks, it is
commonly referred to as the "Botnets". With the architecture
that cloud services mean, there are many resources to help
with and potentially use this architecture to perform DDoS
attacks. This means that those who perform a DDoS attack
would hire themselves as customers at the cloud supplier to
access these resources. However, this option is considered a
costly way of performing this kind of attack and not
particularly attractive to people who want to carry out the
attack. Additionally, it is very easy for a cloud provider to shut
down parts of the system if they find that it was used to carry
out attacks.

V. CONCLUSION AND FUTURE WORKS

As cloud technology evolves, attack strategies against
cloud services will also be developed. This is something that
is very difficult to prepare as it becomes paradoxical to
develop security when security attack attacks often look for
new ways to get around or break through security. Since all
the material underlying the essay is based on previous history
of safety, it is crucial to understand this in the context. The
result of the essay can not take into account what can change
in the future, that is, it is possible that new methods of attack
against cloud services are developed that are not covered by
the content of this paper. As cloud services are becoming more
and more current on the market, this phenomenon is not only
possible but also likely.

After completing, studying and analyzing cloud services
and the security issues that come with it, we can see that the
benefits offered by cloud services absolutely warrant that
companies should switch from local solution if they ignore
economic aspects and speak in a general sense.

The security issue is not significantly different from that
already in local solutions; there are still similar types of attacks
that already affect local solutions in many cases. However, it
should be mentioned that the question of safety exists and they
need to be corrected. What we think is that over time, cloud
services will be an even safer alternative than local solutions,
precisely because the expertise is centralized and that it is
investing very much from many different directions on cloud
services in general. As many have already been in the articles
we read - cloud services are the future. The reason for this is
based on three factors: Dynamic allocation of resources,
Centralized expertise, and Always available, only internet
connection required.

However, for most companies and organizations, it is the
economy and money that governs and it is often necessary for
a transition to cloud service to be economically viable for the
transition to become reality. There we recommend companies
and organizations to calculate what a transition would mean
purely financially, and to review what needs are and whether
cloud services are justified or not. On the other hand, if it is a
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newly established company that stands and choose between
the type of solution to be used for, then the recommendation
for the most people choose a cloud service solution.
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