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Website Application Security Scanner Using
Local File Inclusion and Remote File Inclusion

Agustinus Noertjahyana
Petra Christian University
Siwalankerto 121-131
Surabaya
+6231-2983456

agust@petra.ac.id

ABSTRACT

Today many web-based applications developed to be accessible
via the internet. The problem that often occurs is commonly
found on web application vulnerabilities. Many application
developers often ignore security issues when developing
applications that can cause substantial losses if a hacker manages
to gain access to the system. A hacker can replace web pages,
obtain sensitive information, or even take over control of the
website.

For that reason there is a need for applications that can help
developers to overcome these problems. This application is
expected to detect the vulnerabilities that exist on a website.

Existing processes include: The process of crawling to get the
whole link from target websites, attacking process is useful for
testing the attacks, and the last is the process of displaying a
report about the security hole on the website. This application is
developed using Microsoft Visual C # 2010.

Based on the results of tests made on this application, it can be
concluded that the application can detect vulnerabilities in the
website and report any form of link that has a security hole on
the website.

Keywords

Website Application, Security Scanner, Vulnerability scanner.

1. INTRODUCTION

System security is a priority for a web administrator and web
developer. But in fact web developers still prefer the design and
interesting topics to increase the traffic on the website. Safety on
the website is often overlooked. Though the website application
security is the most important because of the presence of
vulnerabilities on the website then the website will be attacked
by hackers [3].

The purpose of such attacks include: extract data from websites
such important credit card information / customer data, defacing
the website, or even a hacker to take control of the websites
server.

Based on the 2009 report from WASC (Web Application Security
Consortium), an organization that conducts research in the field
of web application security, attacks on the application site is
increasing every year. In the report mentioned that until the end
of 2009, 87% of the total existing websites still have
vulnerability that can be fatal to the application site [6]. The
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impact of the wulnerability is not only detrimental to the
developer but also detrimental to the user. Application on the
website easily attacked because applications usually have
different flaws and easily exploited. To help web developers in
addressing these issues, it would require an application Web
Application Security Scanner to detect security holes in the
website and produce a report that provides a security hole on the
website automatically [5].

2. WEBSITE APPLICATION
2.1 Website Application Layer

Application layer is the layer that connects a website to its users
around the world [1]. At this layer there is a database containing
sensitive information like credit card number, name, address,
birthdate, financial records, trade secrets, medical data, and
more.

At this layer is usually the main attack for hackers who have a
variety of purposes, such as information theft, damage the
website, or even take over control of the website. This layer was
attacked because it is the weakest layer than other layers. The
rapid development of technology can make more complex the
application layer. There will be lots of bugs and the possibility of
security holes that can be exploited by hackers to get into the
system.

From the report WASC (Web Application Security Consortium),
said that currently 75% of cyber attacks in the world begins at
the application layer and can adversely impact on the website [6].

2.1.1 Website Application Security

Web application security is a way to protect the site from the
application layer attacks that can cause losses to a variety of
individual and corporate [7].

2.1.2 Website Application Security Scanner

Web Application Security Scanner is the software that
automatically searches for wulnerabilities that exist on the
website. This software does not access the source code in
carrying out its action, but using the Black Box [5].

Black Box is a step in which the application will perform
experiments to attack and then capture the response of the
attempted attacks have been carried out, after which the
application will process and evaluate the response to a report in

http://www.pdf4free.com
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the form of an overview of security loopholes that exist on the

website.

This method is commonly known as Penetration Testing.

These applications are generally divided into three stages in

carrying out its action, namely Crawling Component, Component

Attack, and Analysis Modules [5].

- Crawling Component, which is popular with the term Web
Crawler, the website will index the links on the website.
This step can be performed by various methods, depending
on the needs of application users.

Attack Component, in which the application will start
automatic attempted attacks on a link that has been indexed.
Analysis Modules in which the application will evaluate the
responses provided by the website and create reports of
website security picture.

2.2 Web Crawler
Web crawlers are also commonly known as the Spider Web. This
method collects all the information on web pages. Web Crawler
log every link on the website pages visited, and then browse
through these links one by one. In its implementation, there are
various methods of web crawlers that are used as required [7].
The methods commonly used on the Web Crawler are:

BFS (Breadth First Search)

Search based on the breadth of website information, on the

implementation uses queue as the storage of the URL

DFS (Depth First Search)

Search depth information on the website, on the

implementation uses stack as the storage of the URL

A Web crawler process generally begins with providing the
initial set of URLs as the beginning of a search into a queue.
Priority of the criteria can be applied to reorder the list of URLs
in the queue. Furthermore Crawler downloads pages by URL
from the auetle. Once denosited into the collection. ohtained

Input: Seed = {uy, uy,..., iy} daftar URL awal
URL_Pool « Seed
Visited < &, URL vang telah di kunjungi
while I/RL_Pool # &
i — Select (URL_Pool, Kriteria Pemilihan)
p ¢« Dovwnload (i)
Visitied <« Visited U u
out_link « Extract_QOutgoing Link (p)
for each g € cur_link
if (g ¢ Visited) and (g ¢ URIL_Pool)
URI_Pool « URL_Poolu g
end if
end for
end while

Figure 1 Generic Web Crawler Algorithm

PDF Creator - PDF4Free v3.0

2.3 File Inclusion

File Inclusion is a method for attacker to insert malicious code
into a site that has security holes, where penetration is done by
two ways:

e Local File Inclusion (LFI)

« Remote File Inclusion (RFI)

2.3.1 LFI (Local File Inclusion)

Local File Inclusion is a web application flaws that led to an
attacker could exploit the Web Server by accessing the directory
and execute the command in web server other than root. [2].
Local File Inclusion closely related to the Directory Traversal.
LFI performed locally from the web server. LFI normally occurs
due to the variables during of website creation is poorly
controlled thus allowing an attacker to access the folder directly.
Functions which could lead to Local File Inclusion (LFI) on the
website are:

« include ();
« include_once ();
» require ();

e require_once ();

With the condition in the php configuration on the server:
¢ allow_url_include = on

e allow_url_fopen = on

e magic_quotes_gpc = off

Example code:

<? php

$ page =$ _GET [page];

include ($ page);

»>

If the function is accessed by the LFI methods of:

e httn/ivictim com/index phn?naae= / / [ | | | lete/nasswd

It will display the contents of / etc / passwd, where ".. /' is a
method to move one folder up from the current folder.
Development of the LFI method is Remote Connect-Back Shell,
where an attacker gains a shell of the target server and the
attacker could perform a variety of linux commands on the
existing system.

2.3.2 RFI (Remote File Inclusion)

Remote File Inclusion is the type of attack that allows an attacker
to insert file from outside of server. These attacks have a harmful
impact because the file is inserted in the form of shell [2]. By
utilizing this Shell a hacker can gain access to the system that
perform various activities such as viewing directory, change the
page (defacing) or steal sensitive information from existing files
in the system. Here's an example of writing in the RFI website:
hﬂ'p'lldpddip nnmlpagp php’)pagp:hffp'l!cifp attacker/kode tx

t

If the site does not have good control in the the variables $ page,
then the contents of “kode.txt” will be displayed in the browser.
The contents of the kode.txt can be modified by an attacker to
install the backdoor shell on the target system.

http://www.pdf4free.com
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Typically the attacker will try to use the Remote File Inclusion
first to penetrate in the website, but if the attacker knew that a
form of penetration that he did fail (usually due to
“allow_url_include = off” in the php.ini), will pursue an attack
by a method in which the page Local File Inclusion inserted on
the same server.

File Inclusion form of attack is high risk, because the attacker
could gain shell access, and ultimately affect Local Exploitation
in which the attacker gains full access rights to the system.

3. DESIGN

The design of this scanner security system applications are:
starting the process of crawling to get a website structure,
conduct experiments attacks on the pages that have security
holes, and displays the results of security holes reports from the
website.

The design of the application security scanner can be seen in
figure 2.

Figure 2 Design of thr Application Security Scanner

3.1 Crawling Process

Crawling process is a process where the software scans the
response from the server to get the links on the website. process
is performed recursively, allowing the software to index the
entire link from the website. The system provides additional
features that allow users to see the crawling process, log, and the
structure of the crawled website, and see a link that is ignored.
Crawling process can be seen in Figure 3.

PDF Creator - PDF4Free v3.0

Dequeue UR(]

Figure 3 Crawling Process Diagram

3.2 Enqueue URL

Enqueue URL process used in the crawling process is not
obtained directly insert a link to the Queue. The initial steps of
this process are performed by checking whether the protocol was
obtained from a valid link. This is done because there are
different styles of writing on any web developer to create a
website. Differences in writing style makes the software must
create an additional process that links can be changed to a valid
link before it is inserted into the Queue.

In the Enqueue URL process also checking whether the link is
still to be obtained in the same website. It aims to restrict the
software to be in the process of crawling, do not crawl links from
different websites. Flowchart of this process can be seen in
Figure 4.

http://www.pdf4free.com
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4. IMPLEMENTATION

In this section will describe the implementation of application
security scanner.

The first time when running the application, the user is asked to
perform global configuration settings as shown in figure 6.

| Crawl || Attack | Heport: Settings | Advanced Attack |
Global | §OL Injection | %58 [[LFI | RFl | Admin Page | Updates

Froxy

Host | Port

User | Pasz [ Use Proxy

User &gent : |Mozilla/4.0 [compatible: MSIE B.0b; Windows NT 5.1) w

| : T [ Save ] [ Reload From File ]

| Mozilla/4.0 [compatible; MSI1E 6.0b; wWindows NT 5.1] A
Mozilla/0.1 [compatible; MSIE 7.0; Windows NT 5.1; (1 1.3); NET CLR 1.1.4322;
America Online Browser 1.5)

Mozilla/4.0 [compatible; MSIE 7.0; AOL 9.0; Windows MT 5.1; MET CLR 1.1.4322)
Mozilla/5.0 ffindows: U Windows NT 5.1; en-US; re1.8a) Gecko/20031002

Firebird/0.7
- Mozilla/6.0 (Macintosh; U; PPC Mac 05 % Mach-0; en-US; ne2.0.00
Figure 4 Flowchart of Enqueue URL Process Moelle s aorioah - PEC Mae - Al - ]
- - Mozilla/5.0 (17 U; Linux iI688; en-US; rv:1.8.0.4) Gecko/20060627 Galeon/2.0.1
3.3 Attacking using LFI & RFI Moaila/5.0 [compatible; MSIE 7.0; Windows NT 5.1:.NET CLR 1.1.4322: NET CLR
- - - - - - 2.0,50727)
Attacking Process is a process in which the experiments will be Miala/B.0 (compatible: MSIE 6.0 Windows XP)
conducted attacks on the link that has been obtained from the Mozilla/4.0 (compatible; M3IE 5.071; Windows NT 5.0; 5%1; NET CLR 1.1.4322; MET
. . . CLR 1.0.3705; MET CLR 2.0.50727)
crawling process. The result of this process is to detect whether Mazilla/s.0 [compatible; Kongueror/25: Sun0S) KHTML/26.1 ke Gecko)
i i i Mozilla/5.0 [Macintozh; U: PPC Mac 05 % Mach-0: en-US; rv:1.8b) Gecko/20050217
the link has a Securlty hOIeS'. and then will make a report about Mozilla/5.0 Mwindows; U Windows MT 5.0; en-US; r1.7.5] Gecko/20060912
the security holes of the website. Metscape/8.1.2
H H H Operas9.20 [=17; Linux =86_B4; U; en)
In this process, the software will try to attack using the LFI and Mozilia/5 0 (Macintosh: L PEC Mac 05 X; sv-se] Apple/ebKit/418.3 (KHTML, lke
RFI method. Flowchart to show the LFI and RFI can be seen in Gecko] Safan/4193
- Mozila/5.0 (PLAYSTATION 3; 2.00)
Figure 5. Wevilla R 11 Radincdrmsie |- Sdindoms MT 51 and 18] dnnlshafabKibR95 17 KHTAML ke ¥
Figure 6 Global Configuration
= e DoREY The main process starts from the crawling process on the website
that has been conditioned to have security holes. The first step is
to get all the links that exist in the target website by crawling
y process, which can be seen in Figure 7.
nqueue {ia} ombinatioc

Crawl | Attack Repart | Settings | Advance Attack |

URL http:/  [localhost/penauiian/deddie/

[ Thiz URL oy, do mat crawl
Timeout [me] | 10000 1 MNumber of Threads |1 L

.Log Prpg[gss. Result I_gnolre.dll_.inkg

http: A facalhost penguiian/deddie

hittp: A focalhost penguiian/deddiefindes. php

http: /#localhost/penguiian/deddieindes. php ?page=blog. php
ttp: A focalhost penguiian/deddieindex. php ?page=phaotos. php
ttp: A flocalhost/penquiian,/deddieindex. php *page=about. php

http://localhost/pengujian,/deddieindes. php ?page=links. php
ttpe/Aocalhost/penguiian//deddieindex. php Ypage=contact. php
ttp: / Alocalhost/penquiian,/deddie

Figure 5 Flowchart of LFI and RFI method Figure 7 Crawling Process
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The next process is to perform database modification of the LFI
and RFI database. LFI database modifications can be seen in
figure 8, while the RFI database modifications can be seen in
Figure 9.

fete/pasawd rook:x:
. fetcdpazawd ook &
LA fetcdpaszwd oot
LA detcdpasswd ootk
A dete/passwd rook:x:
AL fetedpasawd ook
LA detedpazawd ook
LA fetedpasswd ook
AL fete/ passwd rook:x:
LA fetedpasawd root:y:
fetcdpazsnd®00 root:
eto/passwd 00 ook
eto/passwdiz00 rookx:
fete/pazawdz00 ook
JletodpasswdiZ00 ook
fetedpazzwdEZ00 rook:x;
. detodpazswd®00 rook:x;
A4 fete/pasawd 200 rook:x:
A

/
£
£
¢
/
F!
A
¢
£
£
/
¢
H
/! S fetedpasewd®00 roob:

e i U

L
Lt
LA
A
s
LA
LA

Figure 8 LFI database modifications

<litle Google Mtitle:
gle.co.id tergedia dalam

hittp: S, google. coms
hittp: Sy, google. co.id/

Figure 9 RFI database modifications

In the attacking process, testing is done by changing the
configuration of LFI column for testing using localhost. Then the
application will try to open a file passwords.txt located in
XAMPP folder by using the string root as a marker.

In the RFI testing, trying to open the address "httn-//anngle com™
using "Google <title> <title>" string, as a marker of security
holes. Configuration is shown in figure 10.

LFI
Code: |./.A.7 fampp/passwords. bt ook v
Usze String : | root
RFI
Code ;| http:#Awww. google. comn/ Llitle: Google tite “

®) Usge Sting | <title> Google</ti| ) Use M Byte [

Figure 10 Configuration of LFI and RFI test.

The results of the attack can be seen in Figure 11.
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| Attack List | Configuration | Lag || Progress | Yulnerable

LFI http:/Alac alhost/pengujian/deddieindex. phpYpage=.. /. ./.. /.. fuampp/passwards. bt
RFI http: /Alacalhost/penduiiandeddis/index. php ?page=hitp: /v, goodle. comd
LFI http:/flocalhost/pengujian/deddie/index. phpYpage=.. /.. /.. /.. Auampp/passwords. bt
RFI http: /localhost/penguian/deddie/index. php ?page=hitp: /v, google.com
LFI hittp: Ao alhost/penguiisnd deddie indes. php?pane=_ /4 /. mampp/passwinds, bt
RFI http: /Alocalhost/pengujiandeddie//index. php ?page=hitto: /v, google. com,’
LFI hitp:/flocalhost/penguiisn/deddie indes. pho¥page=.. /.. /.. /.. fsampp/passwords. bt
RFI http: /Alacalhost/penduiiandeddis/index. php ?page=hittp: /www. goodle. comd
LFI hitp:/flocalhostApenquiian/deddiefindex. php Ypage=. /.. /.. /.. xampp/passwords. bt
FFI http: /localhost/penguian/deddie/index. php ?page=http: /v, google.com/

Figure 11 Result of Attacking Process.

In the figure 10 shows that there are security holes in the LFI and
RFI. For those reasons, the testing will proceed with trying to
manually request the link. In this test uses link
"httn-//lacalhast/nenauiian/deddie/?nane= / / | /xampn/nasswor
ds.txt." to prove the security holes that exist. The results of this
test can be seen in Figure 12.

Ble Edt Vew Hstory Bookmerks Took Hep

O cxe@m L B 7

L&) Most visited @ Getting Started 1] Latest Headines [} Dowrload details: Micr.

[5] httes//localhost ...mpp /passwords.tut |

#4## JAMPP Default Passwords ### 1) MySQL (phplMy & dmin). User: root Password: (means no passwordl) 2) FleZilla FTP: User.
newuser Password: wampp User: anonymous Passwort: some @mail net 3) Mereury. Postmaster. Postmaster (postmaster@localhost)
Administrator. A dmin (admin@localhost) User. newuser Password: wampp 4) WEBDAV: User. wampp Password: xampp

Figure 12 Result of LFI Test

RFI test by doing manually in the browser request to prove the
validity of the application. Link that selected for testing was
"hfflr\'lllnnalhn:fllnpngl|jianldpddipl’)pagp:hffp'l!gnnglp com" The
results of the RFI test can be seen in Figure 13.
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Figure 13 Result of RFI Test
5. CONCLUSION

e The crawling process can affect the outcome of the report is
generated; this is because the link that will be processed on
the next stage (Attacking) is a link that has been obtained in
the process of crawling.

e In the field testing LFI vulnerability allows an attacker to
open any file by simply entering the URL path. When the
website was found loopholes in this section attacker could
potentially get the contents of sensitive files, which usually
are targeted is a file containing the configuration of the web
server.

« In testing the security gap in the field of RFI, can be seen that
on a website that has this vulnerability could inject a file
from another website. This would allow an attacker to inject
php shell to the target website. Where the php shell, the
attacker can mess up the contents of the website, it can even
take over control of the target website.
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