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Abstract

Software testing as an integral part of software development leads to the question of when the software
{or application or dashboard) can be released and how confidence that most defects/bugs/faults have
been discovered. In this paper we discuss a relatively new but simple and practical proposal that can be
used to build confidence for releasing software (or applications/dashboards). Instead of contrasting
various software reliability growth models (SRGM) and choosing which one is the best, we actually get
them to collaborate to help make decisions. We demonstrate our proposal with 18 real-life datasets that
are publicly available in the literature. We use three widely used SRGMs, namely: Bass, Gompertz, and
Logistic in our proposal to identify when we can stop testing. It turns out that when the testing has found
most defects, most (if not all) of the SRGMs will converge to similar value for the maximum potential
defects in the system.

Keywords: SRGM, Bass, Gompertz, Logistic, Practical Stopping Rule.

I. INTRODUCTION

In recent year, software testing is an integral part of software development process and software
engineering. While commercial company usually does not follow a very rigid “defense and aerospace”
software development process, all usually have their own software development life cycle, together with
product/functional (as well as non-functional) requirements, specification, design review process, code
review, efc. Regardless the organization, the ultimate questions that executive wants to answer are usually:
when a dashboard (or an application or a software) can be released and how confidence that most
defects/bugs/faults have been discovered during testing/development, i.e., some kind of metrics for the
decision maker to make a good and informed decision. Please note that often times an executive can decide
to release a software with known defects/bugs (for various reasons. including: there is no more time to
develop or no more defect in the system). Regardless the situation, the above two questions are very hard
to answer since there is no a priori knowledge abrﬂ how many defects are in the system (software).

Even though there is no a priori knowledge about the number of defects in the software and the number of
defects can vary from few hundreds to thousands, almost all researchers luckily believe that the total defects
in a software is finite. Given the rise of software reliability concept that have been developed in the past
50+ years. Cusick (2019) giﬁ an overview of Software Reliability Engineering (SRE) history.

According to Wood (1996) aere are two types of software reliability models, namely:

1 Defect density model — those that attempt to predidffoftware reliability from the design parameters;
Software reliability growth model (SRGM) — those attempt to predict software reliability from test data.

These models attempt to statistically correlate defects detection data over time with known functions such
as: Exponential, Raleigh, Weibull, Gompertz, Logistics, Bass, efc. Our focus in this paper is the second
one.

To predict how many potential defects that exist in a software, we will use 3 known functions, namely:
Bass Diffusion — Innovation (we will call it Bass for short), Gompertz, and Logistics. We use empirical
data to demonstrate how decision maker can gain confidence in making decision to declare the general




availability of the software (or product or application) that is being tested. We propose very simple rules,
yet practical, usable, and very intuitive — in particular, for high level executive to make decision.

The rest of our paper is organized as follow. The next section is a brief literature review on the subject of
SRGM., follow by some refreshers on the Mathematical models. Then we outline our research methodology
in detail. We discuss the finding of our research together with our proposal in the next section, and we
finally conclude with our remark as well as future direction.

II. LITERATURE REVIEW & MATHEMATICAL MODELS

The use of Bass, Gompertz, and/or Logistics in SRGM is not new. Many researchers have used them
previously, e.g., Kapur et.al. (2006), Chakravarty (2007), Shaik and Akthar (2011), Gandhi et.al. (2019),
and very recently Yaghoobi (2021) as well as Haque & Ahmad (2021).

Most (if not all research) that we can find focus on how good a model can fit in predicting the growth of
the software reliability. They compare various models to see which model provide the best fit. Surprisingly,
many still use R-square (or Adjusted R-square) as a possible criterion in evaluating models even though
Spiess and Neumeyer (2010) have demonstrated some problems with R-squared for non-linear least square
via Monte Carlo simulation. We do not intend to compare various models. In fact, we recommend for
practical reason that several models are being used together to illustrate several possible scenarios for the
future.

Bass Diffusion Model in SRGM 3]

Ohba (1984) was perhaps the first that proposed what many researchers call a flexible SRGM. This model
has been developed under the assumption that the more @t errors are detected, the more undetected errors
become detectable. Later, Kapur & Garg (1992) assume that the detection of errors also results in detection
of some of the remaining errors without these errors causing any failure. This leads to the following
differential equation (which is egctly the Bass Diffusion model):

dN(t)
O = plm = NI + LN [m - N©)] = [p+LNE©)| [m = N©)] )
With N(0) = 0, the solution to the above differential equation in (1) is given by the following equation:
1—e—(p+alt
N =m g @

We use the term Bass model from (2) as one of our models in this study.

Gompertz Diffusion Model in SRGM

There are a number of reparameterization of Gompertz functions. Some of those are more useful compared
to other reparameterization, due to how easy the parameters to be interpreted. We use reparameterization
as follows:

N(t) =m Xexp(— b x ct) (3
where:

N(t) = the expected value of total defect as a filfhction of time

m = upper asymptote (in SRGM, m will be the total number of potential defects in the system)
b= integration constant
c= growth-rate coefficient.

Logistic Diffusion Model in SRGM

The Logistic diffusion model is an extendg@ version of Malthus” simple population growth model, which
stated that the rate of population growth is proportional to the population at time ¢. The newly extended
functioffidded a carrying capacity m, which results in a bounded population. In the case of software testing,
N(1) is the number of defects found in regards to time 1. The Logistics Equation can be written as the
following,

N(t) = ]__‘_(m—_# )

Nop




where Ny is the number of defects found at the theoretical time ¢ = 0, with m being the carrying capacity, or
in other words the maximum possible defect found at a given time r. The value r represents the growth rate
of the defects that would occur, assuming that the population size of the defect within the system can grow
up to an infinite size.

Stopping Rule in Testing

Dalal & Mallows (1988) is perhaps one of the most cited articles #hen it comes to stopping rule in software
testing. They presented a very elegant mathematical model as a sequential decision problem, where an
optimal stopping rule has to be found minimizing expected loss. However, Héhle (2016) wrote a blog and

discuss the criticisma[o Dalal & Mallows” proposal. In addition, having a ratio % (where ¢ = the cost of

fixing a bug and f'= the cost of testing plus the opportunity cost of not releasing the software up to time 7)
is actually not that easy in practice. In this paper, we propose a much simpler approach that does not depend
on any cost estimation.

III. METHODOLOGY - ASSUMPTIONS, DATA AND HYPOTHESES

As we have stated, our research objective is to help decision makers to make decision on when to stop
testing, and to have a good level of confidence by understanding the testing effort.

We [lake the following basic assumptions for our analysis:
1. The number of defects in any (software) system is finite and unknown.
2. Perfect debugging — when a defect is discovered, it can be fix without introducing another defect.

This is usually true for dashboard development (or relatively small software development). This assumption
also implies that we only have one Sigmoid (or concave) curﬁ.

Generally speaking, even though all researchers believe that the number of defects in a software system is
finite, it is still very difficult to know how many defects are there. If the software is a newer version, there
could be some idea from the previous system. However, this is not necessarily true for a complex system.
Even for a minor release, a small modification for a code can result into a good number of defects introduced
into the system. Thdfore, it is very intuitive to accept that when there are only minimal amounts of testing
data, the prediction of the maximum number of defects in the software system would be a wild guess at the

beginning. So, we have our first hypothesis:
H1: Regardless the method (for all methods), early prediction of the estimated number of defects in the
system (m) will never be good. e

As corollary, since there is no easy way to know the estimated number of defects in the system at the
earlyferiod of testing, we can also have the following two additional hypotheses:

H2: The estimated nii§ber of defects in the system will therefore have a high variability for all methods.
H3: The variation of estimated number of defects in the system will be high across all methods.

Table 1. Public datasets, their statistics, and sources

] ; Test Length  Range of Avg.of Known

Data Sets (DS) Freq of Tests Defect/Test Defect/Time Defects Notes/Referenccs
DSo1 Daily 111 0-49 433 481 Real-Time (Tohma et.al 1991)
DS02a Release 1 Weekly 20 0-16 5 100 Tandem, HP, commercial (Wood 1996)
DS02b Release 2 Weekly 19 1-14 6 120 Tandem, HP, commercial (Wood 1996)
DS02¢ Release 3 Weekly 12 1-12 508 61 Tandem, HP, commercial (Wood 1996)
DS0O2d Release 4 Weekly 19 0-6 225 42 Tandem, HP, commercial (Wood 1996)
DS03 Weekly 19 2-37 17.26 328 PL/I, IBM, commercial (Ohba 1984)
DS04a Release 1 Weekly 73 0-15 493 360  Stratus, Cisco, commercial (Mullen 1998)
DS04b Release 2 Weekly 120 0-9 1.67 200 Stratus, Cisco, commercial (Mullen 1998))

Government/Military (Musa 1985, Musa
a ) ¥

DS05 Weelly 21 0-18 648 136 /41,1987, Kapur & Younes 1995)




DS06 Weekly 17 1-21 8.47 144  Mid-size (Xie et.al. 2006)

DS07 Monthly 60 0-16 243 146  webERP, open source (Li & Pham 2019)
DS08 a Daily 73 0-13 5 367 Government/Military (Bao eral. 2000)
DS09a Apache 2.0.35 Daily 43 0-8 1.72 74 Apache, open source (Li & Yi 2016)
DS09b Apache 2.0.36 Daily 103 0-5 0.49 50 Apache, open source (Li & Yi 2016)
DS09¢ a:mche 2039 Daily 164 0-3 0.36 58 Apache, open source (Li & Yi 2016)
DS10a Gnome 2.0 Monthly 19 1-8 394 78 Gnome, open source (Gandhi et.al. 2018)
DS10b Gnome 2.2 Monthly 24 0-9 235 54 Gnome, open source (Gandhi et.al. 2018)
DS10¢ Gnome 2.4 Monthly 46 0-7 1.17 54  Gnome, open source (Gandhi er.al. 2018)

As the testing progresses, it will become clearer how many defects will be in the software. Therefore, it is
imperative to have the following additional hypothesis (that later can be utilized as our proposal for stopping
criteria):

H4: When most defects are discovered, the estimated number of defects (for all methods) will be stable
over time.

H5: The variation of estimated number of defects across all methods will also become less, i.e., all (good)
SRGM will converge to similar “true” numbers of maximum defects toward the end.

We decided to present and illustrate our proposal using publicly available datasets. Some of these datasets
are from open-source software projects such as: Apache and Gnome. Some are commercial software
(Tandem from HP, PL/I from IBM, Stratus from Cisco, efc.), while others are government/military in the
US & China. Some have multiple versions, efc. (see Table 1).

Early Period

Table 1 indicates that there are 3 types of test frequencies, namely: daily, weekly, & monthly. Given that

we need to estimate 3 parameters for each model, we decided to define our methodology as follows:

e For daily DS, early prediction is defined as the first 21, 22, ..., 25 days respectively, i ., we will use
defects from days 1 — 21, days 1 —22, days | — 23, days | — 24, & days 1 — 25 to estimate the maximum
number of estimated defects in the system (m);

e For weekly DS, early prediction of m is obtained using the first 5, 6, ..., 9 weeks respectively, and

¢ For monthly DS, we use the months 1 —6,1 -7, ..., 1 =10 to get the early prediction of m.

Stabilization Period

Similarly, what we define as stabilization periods are as the last 3 data points, e.g..
¢ For DSO1 - it means we use days 1 — 109, 1 — 110, and 1 — 111 respectively.

e For DS06 (weekly) — we will use weeks 1 — 15,1 — 16, and 1 — 17 respectively.
e For DS10a — we use months 1 — 17,1 — 18, and 1 — 19 respectively.

It is important to explain that we purposely pick only 3 sets of data points since we believe that some
systems (out of 18 that we consider) may not have too many data points, and they may not reach stability
yet. Therefore, we did not pick 5 sets of data points like in the Early period.

R-Packages to Use

To obtain the parameters m, p, and g for Bass model, we use R packages: diffusion (Schaer and Kourentzes
(2018)) and also DIMORA (Federico (2021)). We choose these R packages to estimate the Bass parameters
since the first one (diffusion) is simply using the traditional OLS (ordinary least square) with linear
approximation suggested by Bass (1969) while the second one (DIMORA) is using NLS (non-linear least
square). Similarly, we use nis with SSGompertz (self-starter Gompertz) and growthrates library (Petzoldt,
2020) to calculate Gompertz’ parameters: m, b, and c. Finally, to obtain the parameters m, N, and r for the
Logistics Equation in (12), we use packages: growthcurver by Sprouffske (2020) and growrhrates by
Petzoldt (2020) that are available in R.

IV. RESULT, DISCUSSION, AND PROPOSAL




To prove our hypothesis, we run R-packages to our 18 datasets as we have described in above and we

summarize the result in Figure 1.

Figure 1 shows boxplot of CVs of m (maximum potential defect) values from five early predictions (as
outline in the previous section) and three stable predictions using three SRGMs (Bass, Gompertz, and
Logistic). It is very easy to see that almost all values for m s are way off from the actual known defects
(with few exceptions). Similarly, almost all coefficient of variations (CVs) is more than 5%, with median
32.5%, 31%. 18.5% for Bass, Gompertz and Logistic respectively. the Therefore, this demonstrates the
correctness of H1 and H2. Meanwhile for stable period predictions, practically almost all CVs for m
(maximum potential defects) is now less than 5% (with very few exceptions). Notice also how close the i,
(mean of m) to the known defects. This concludes our proof for hypothesis H4 and HS.

20-

Table 2 shows the average and CVs of m value from
three SRGMs (Bass. Gompertz, & Logistic) for the
first 3 sets of early prediction data points. Again, we
can easily see that most CVs tend to be more than
5% (with few exceptions). Even those few
exceptions, the average value of m is clearly far from
the known defect of the system. Therefore, we can

Nodel
%.c— ngm conclude that this result demonstrates the
£ we=e  correctness of hypothesis H3.

=
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Figure 1. Coefficient of Variations from early
and stable predictions using Bass, Gompertz and
Logistic Models.

Stopping Rule Proposal

Now, we are in a good position to outline our
proposal for when we can release a software (or
dashboard) after a period of testing. Let’s define
couple more terminologies to be able to quantify our
proposal clearly. Consider a distribution frequency
of defects found per unit time. Based on previously
stated assumption, we believe it is reasonable to
assume a Bell curve. Therefore, we can have the
following stable (software) system definitions as our
stopping rule proposal.

Table 2. Average & CVs of m for the first 3 sets of Early Period Prediction

1 Early Ui 2™ Early Time Period | 3" Early Time Period | Known
Data Sets (DS) Feriod
Defect
Jm CV(m) Mm CV(m) Jm CV(m)

D501 252.09 12.72% 25322 857% | 25033 6.90% 481
DS02a Release 1 109.97 51.45% 21399 83.92% 10630 33.65% 100
DS02b Release 2 83.73 45.17% 10953 53.89% 15943 52.00% 120
DS02c¢ Release 3 5009.96 139.95% 3109156 141.15% 11849 59.95% 61
DS02d Release 4 11.82 5.03% 2848 32.15% 38.62 37.93% 42
DS03 119.32 3.29% 12279 8.66% 24407 54.07% 328
DS04a Release 1 18.97 4.64% 2547397  140.26% 906.01 126.66% 360
DS04b Release 2 10.84 4.58% 1594 6.96% 21.39 7.85% 200
DS05 7.42 45.14% 13.60 38.19% 1627 39.55% 136
DS06 135.66 20.81% 11926 12.70% 125.16 6.64% 144
Ds07 12.50 1.13% | 787772285 14142% 4627 15.98% 146
DS08 151.03 8.97% 15083 7.98% 14940 7.00% 367
DS09a Apache 2.0.35 110.91 54.89% 110.00 54.27% 11327 53.43% 74
DS09b Apache 2.0.36 37.56 32.27% 3697 31.73% 36.15 30.85% 50
DS09¢ Apache 2.0.39 48.34 46.77% 48.36 39.07% 49.54 35.47% 58
DS10a Gnome 2.0 40.15 22.21% 68 44 43.36% 84.65 24.85% 78




DS10b Gnome 2.2 5522 37.70% 5827 31.80% 4271 13.61%
DS10¢ Gnome 24 39.63 26.95% 2507 8.72% 28.69 9.23%

54
54

Definition 1: (simple, classic, & equally crucial definition)
A system under testing is called stable at time ¢ if the moving average (MA) of defects (x) found for a
certain period n, i.e., from time (¢ — n +1) to time 1, is less than or equal to a factor (0 < a; < 1, usually we
set o = 5% — 20%) multiply by previously known maximum defect than can be found in a unit time, i.e.,
we can mathematically write as:

He % < [y max{x; )| (10)
Please note that the larger n is, the more confidence we can
have. Similarly, the smaller o, is, the more confidence we
can have that our (software) system does not have any
remaining defect. We put a ceiling on the rhs of eq (10) since
the number of defects should be an integer (but this is not

Count defed data according to unit |
timeof choice (day, week, or month)

A 4

very crucial). v
Definition 2: (fl"un’l H1 - HS} % =number of defects at time ¢

: . . . . G = cumulative defedtsat time t
A system under testing is called stable at time 7 if the total 7

cumulative defects found at time t is more than or equal to a
factor (8, e.g., we can set § =95%) multiply by the

Calculate Moving Average
X forn period, Le, MA[x, n)

maximum potential defects (m) from our SRGM. o
Mathematically, we propose to represent this definition as: Calculate mG, miandmB (oramy
¢ no other m according to the SRGM of
Zi:lxi = lgf(mBr-m[.‘r;mL‘) choice)

(11

In the equation (11) above, f(mgr,mct,mh) could be
- My, +mg,+my, . .

defined as % (arithmetic mean) or /mpmgm,

(geometric mean) or even min{mgr,mgr,mh}. The most
important point, though, is that:

15 MA[%, n) £ o
mangx,.. 6} 7

CV{mBr,mG‘,er}S a;
(122)
Again, usually o> = 5% is considered good for coefficient of
variation. Moreover, as we have demonstrated previously, if
we want to be more robust, we could also add an additional
condition that CV[th_M_l, s mBr} < s, yes

s Gz B fimB, mGy,
my)?

CV[mGt_M_l, s mct} <2, and CV{mL‘_H‘, ,mLt} < 2,00
we can simply write mathematically as:

Cv[mBr—n+1' -y Mp, }' Cv[mcr—n+-1 ] mcr}'
max <,

Figure 2. Flowchart for Stopping
Cv[er—nH' 'mLf} Rule proposal

(12b)

With the above definitions, our stopping rule proposal can be illustrated by the following flowchart in
Figure 2.

Numerical Examples

To illustrate our stopping rule proposal with DS10b, we carried out calculation as in Table 7 (using a; =
@y = 5%.n=5,8=95%.,and n=4).

Lastly and for completeness, the result of applying our proposed stopping criteria (using definition 1 only,
using definition 2 only, and using definition 1 N definition 2) to all 18 datasets with test frequency, &y, a5,
f3.and n as given here:




o Daily:ay =a; =5%, =95%.andn=35
e  Weekly/Monthly: a; = ay = 5%, = 95%,and n =3

is summarized in Table 4.

V. CONCLUSION & FURTHER RESEARCH

When the testing had discovered most defects, most (if not all) SRGMs will converge to similar value for
the maximum potential defects in the system (n1). Therefore, rather than contrasting various SRG models,
we can utilize this information to build our confidence using several SRG models at once in order to provide
stopping rule without losing too many valuable times to release the software/application that is being tested.




Table 3. Numerical Example for DS10b with al = 02 = 5%, B =95%, andn=4

Gnome 2.2 ar= 005 w= 005 p= 095
MEE defer PN MA(L4) RunMax def#l mn CVm)  ma CVoma) o CVim) CV“I’I’E;’"G- d#ezf
1 5 5 500 5 0
2 4 9 450 5 0
3 5 14 467 5 0
4 5 19 475 5 0
5 9 28 575 9 0 4620 84.00 3546 37.70% 0
6 5 33 6.00 9 0 6445 1649% 77.22 4.20% 33.13 341% 31.80% 0
7 2 35 525 9 0 4377 1793% 4924 2144% 35.12 298% 1361% 0
8 1 36 425 9 0 3967 1955% 4293 27.74% 37.15 406% 5939% 0
9 2 38 250 9 0 4370 20.25% 41.84 27.22% 38.95 6.04% 4.71% 0
10 3 41 200 9 0 4305 396% 43.05 6.58% 42.03 6.62% 1.13% 0
11 2 43 200 9 0 4515 4.68% 45.15 2.77% 44.08 6.61% 1.13% 0
13 1 44 200 9 0 4620 2.76% 46.20 3.88% 45.10 552% 1.13% 0
14 0 44 1.50 9 0 4620 2.85% 46.20 2.85% 45.10 2.85% 1.13% 1
15 4 48 1.75 9 0 5040 4.29% 5040 4.29% 49.20 4.29% 1.13% 1
16 1 49 1.50 9 0 5145 492% 5145 4.92% 50.23 4.92% 1.13% 1
17 1 50 1.50 9 0 5031 4.05% 52.50 4.77% 51.25 4.77% 1.75% 1
18 1 51 1.75 9 0 5173 1.23% 53.55 2.26% 52.28 2.206% 1 46% 1
19 0 51 0.75 9 0 5230 1.41% 53.55 1.65% 52.28 1.65% 1.13% 1
20 0 51 0.50 9 0 5243 1.63% 53.55 0.85% 52.28 0.85% 1.08% 1
21 0 51 025 9 1 5236 0.54% 53.55 0.009% 52.28 0.00% 1.10% 1
22 1 52 025 9 1 5260 021% 54.60 0.84% 53.30 0.84% 1.55% 1
23 0 52 025 9 1 5268 025% 54.60 097% 5330 097% 1.499% 1
24 2 54 0.75 9 0 5670 336% 56.70 2.09% 55.35 2.09% 1.13% 1
Table 4. When to Release Software
When to Release the Software When to Release the Software
Dataset def #1 def#2 def#1 N Dataset def #1 | def #2 | def #1 N
only only def #2 only only def #2
Ds01 64 e26 75 | DS06 N/A 11 N/A
DS02 Release 1 19 N/A N/A | DSO7 23 33 N/A
DS02 Release 2 N/A 19 N/A | DSO8 N/A N/A N/A
DS02 Release 3 N/A 12 N/A | DS09 Apache 2.0.35 33 38 33
DS02 Release 4 afA 17 N/A | DS09 Apache 2.0.36 23 81 g1
DS03 N/A N/A N/A | DS09 Apache 2.0.39 548 72 75
DS04 Release 1 60 62 N/A | DS10 Gnome 2.0 N/A N/A N/A
DS04 Release 2 BSO 39 50 | DS10 Gnome 2.2 20 14 20
DS05 N/A N/A N/A | DS10 Gnome 2.4 18 18 18

When the predicted values of maximum potential defects from various SRGM have small coefficient of
variation, we know it very likely represents true maximum potential defects of the system. Furthermore,
by requiring coefficient of variation for n consecutive periods of m to be less than a (say: 5%), we ensure
that the prediction of maximum potential defects by any SRGM to be stable. Hence, increasing our
confidence.




Together with a simple, practical, and vet classic definition of stable system, we can develop a robust
stopping criteria for software testing. Of course, it is up to individual organization on how to implement
the stopping criteria. We provided various parameters that can be tuned to suit the need.

Using publicly available datasets in various journals, we demonstrated that it is actually better to use
multiple software reliability growth models (SRGMs) to build confidence, and we can identify which
projects are released on a good state, and which ones are released by executive decision.

Interestingly, from all public datasets that we have collected, there are some that exhibit 2™ wave
phenomenon. In SRGM, this could mean that perfect debugging assumption is not always true (the other
possibility is an introduction of new feature late in the cycle). This is an interesting subject that has
application in various different aspects of life and extend beyond this research.

Another area of further research is a more stable parameter prediction that do not change much with
additional data. This is actually presented in Vincent et.al. (2022) already by applying similar technique as
Levitt er.al. (2021), i.e., to linearize Sigmoid functions.
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